NMpaBuna nonb3oBaHuA pecypcamu ZBS

1 KnuneHty cTporo 3anpeLyaerca pasmew,atb Be6-caiTbl:

1.1 copepKalime AeTCKyto nopHorpaduio;

1.2 copepKalime nponaraHay Hacuaua, gpalinmsma, KOMMYHU3MA, SKCTPEMU3IMA, TEPPOPU3MA,
HaLUMOHaAM3MAa, WOBMHN3MA, PAaCOBOW HEHABMCTU /UM NPOBO3rAaLatoLWmMe oaHy ocobeHHyto pacy,
HaUMOHaNbHOCTb MM MO KaK NpeBocxodalume Had Apyrumun u/ namn obbasastolme apyrue pachi,
HaLMOHAMbHOCTU, MO HU3LMMM, A TaKKe CaiTbl CoAepKaLLMe NPU3bIBbl K CBEPKEHNIO 3aKOHHOM
BNACTU B KAKOM-1MO0 rocyaapcrBe;

1.3 noowpsatoLme, NOAAEPKUBAIOLWME M NPONaraHAMpyoWne AeaTeNbHOCTb, HapyLUaoLwyo
denepanbHble, pecnybanMKaHCKME UM MECTHbIe 3aKOHbI M/MAK HapyLalowme 3CTOHCKME Uan
MeXKAyHapoaHble A4OTOBOPEHHOCTY;

1.4 nognagatowme nog, Kateroputo «warez» unamn GpanaoBbix apxmMBoB, PACNPOCTPAHAOLLMNX
MaTepuasbl, OXpaHseMble 3aKOHOM 06 aBTOPCKOM NpaBe;

1.5 nponaraHaupyolmne B3nom, 06xoa 3alumnTbl nporpammHoro obecnevenuns (hacking, cracking) unu
pacnpocTpaHstoLme Naposin K Beb-canTam a1a B3pOC/bIX UM N0ObIM APYTMM NAATHbIM pecypcam.
2 KnuneHTy cTporo 3anpeLyaercs NpoM3BoAUTb AEeACTBUA, BKAOYAKOLLME:

2.1 HeaBTOPM30BaHHOE PACcNpPOCTPAHEHNE AW KONMPOBAHWE NPOrPaMMHOro obecrneyeHns
(nmMpatcTBO MK «warez») 6e3 COOTBETCTBYHOLLMX [JOroBOPOB, paspeLuatowmx nofAobHyo
[eATeNbHOCTb;

2.2 BHOCUTb U3MEHEHMA B KaKoe-11Mbo nporpammHoe obecneyeHune, oxpaHAEeMOe aBTOPCKUMMU
npasamu

2.3 HapyLeHne MexAYHapPOoAHbIX, SCTOHCKUX COraLleHUI;

2.4 06bmaH, CNOCOBHbIN HaHECTM MOPaJbHbIV UK GU3MYECKU yLLepb;

2.5 Moandukauma n auctpmbyuma nporpaMmHoro obecneyeHus, npegocrasnsemoro KameHtom
n/Mnn TpeTbUMM Nnuamu, 6e3 NMCbMeHHOro paspelleHuns McnoaHUTeNn AN 3aKOHHbIX BAagenbLes
aBTOPCKMX MpaBs

2.6 TOProBAto HAPKOTUYECKMMM U TOKCUYECKMMMU BELLLECTBaMM Be3 COOTBETCTBYHOLLMX
paspeLlmnTeNbHbIX 4OKYMEHTOB, KOTopble KnneHT 0b6sa3yeTca npefocTasuTb ZBS B MOMeEHT
nognucanus Jorosopa;

2.7 HeaBTOPM30BaHHOE KOMMPOBAHME U pacnpocTpaHeHne $GaiioB, 3aLLULLEHHbIX MEXAYHAPOLHbIM
N/WUAN 3CTOHCKMM aBTOPCKMM 3aKOHOA4aTe/IbCTBOM, TaKMe KaK My3blKa, BUAeodUAbMbI, NPOrpaMmmHoe
obecneyeHune, amynaTopsl 1 ROM, 3aLmLLEHHbIE aBTOPCKUM MPaBoOM;

2.8 gpyrue AencTena, Hapylatowme gencTeytowee 3aKoOHO4ATENbCTBO ICTOHUM Y HOPMb
MeXKAyHapoaHOoro Npa.a;

2.9 ucnonb3oBaHWe 60TOB MK NOBBIX APYFMX NPOrPaMM, 3aNyCKAOWMX HA BbIYUCAUTENBHbIX
pecypcax yaaneHHyt KoHconb 6e3 0coboit 4OroBopeHHOCTH.

2.10 HecaHKUMOHMPOBaHHAA NPOAAXKa AOCTYNa K NPUIONKEHUAM TPETbUX KOMNAHWI, YCTAHOBAEHHbIM
Ha cepBepax;

* Bce ocTa/ibHble HAPYLUEHWUSA, HE OMMCAHHbIE Bbille, PAacCMaTPMBALOTCA OTAENbHO, A0 YCTAaHOBAEHWUA
¢daKTa npocTynka.

3 KnuneHTty cTporo 3anpeuwaeTca 310ynotpebnatb npepocrasieHHbiMU ZBS BbluUCAUTENIbHBIMU
pecypcamu, coBeplLuas cnegytouime AeincTeua:

3.1 B3/10M - NOMbITKM NPOHUKHOBEHWA BO BHYTPEHHWUE ceT ZBS Uaun cetm n KomnbloTepbl, AOCTYMNHble
yepes UHTepHeT, 6e3 COOTBETCTBYHOLLEIO PaspeLleHns;

3.2 ucnonb3oBaHne GUKTUBHbLIX e-mail aapecos Ha cepBepax B ceTu ZBS nam Ha cepBepax B ceTaAX
TPETbUX NINLL



3.3 TPOMINHT - PACCbINKA OCKOPOUTENbHBIX COOBLLEHMI A5 NONYYEHUA MHOMKECTBEHHbIX OTK/INKOB;
3.4 meNbOMOBMHT - paccblika OAMHAKOBbLIX MO COAEPKAHUIO COOOLLEHNI B BObLLINX KONMYECTBAX Ha
0AMH 1 TOT e e-mail agpec n/munm nomelLeHne nMua B IUCT paccbinku 6e3 yBegoMAeHUA U COrnacus
nocnegHero, Kak U paccbliika COOBLLEHMIA, HE COOTBETCTBYOWMX TEMATUKE, B 60/bLLIOE KONNYECTBO
rpynn HoBocTew;

3.5 CMAM — paccbliika He3aTpeboBaHHbIX COObLLEHMIA HE3aBUCUMO OT UX Pa3Mepa M XxapakTepa
NMLLaM, KOTOpPble He JaBain CBOEro PaspeLleHns Ha CoBepLUeHUe NoA06HbIX PAacCbI/IOK B UX afpec,
paccblaika He3aTpeboBaHHbIX 0OBbABAEHUI N PeKNaMbl, HE COOTBETCTBYIOLUMX TEMATUKE, HA
MHOKECTBEHHble aapeca U/Maun B rpynnbl HOBOCTEN, a TaKXKe reHepupoBaHue 60/bLIero KoanyecTea
nucem, 4yem nNpu 06bIMHOM Nob30BaHMM, 6e3 HapobHOCTU. CIMTAM-pacCbIfIKM ¥KECTKO HaKasyembl —
BNJIOTb A0 pacTop)KeHuA [loroBopa Co CHATUEM CO cyeTa Bnagesbla Wwipada, onpegensemoro ZBS.
Mop coobleHnem noHMmaeTcs ntoboe cooblieHne 3NeKTPOHHOWM nouThbl, iMessage, Telegram,
WhatsApp, Viber, IRC, Jabber 1 gpyrux nogo6Hbix cpeacts/npoToKon08 MMYHOro obmeHa
nHbopmaumen, a TakKe CoobLLEHMA B TOCTEBbIX KHUrax, Gopymax 1 1.n.;

3.6 npousBeaeHme NtobOro posa NPOBEPOK N CKAHNPOBAHMA NOPTOB KOMMbIOTEPHbIX CUCTEM B CETAX
ZBS WM UHBIX CeTAX, AOCTYMNHbIX Yepe3 MHTepHeT 6e3 COOTBETCTBYIOLLEro PaspeLleHus;

3.7 npousBeaeHme ntoboro poaa atak Ha KOMMbIOTEPHbIE CUCTEMBI B CeTAX ZBS UK UHbIX CceTsX,
AO0CTynHbIX Yepe3 UHTepHeT. MogobHoro poaa HapylweHua byayT npecekatbea ZBS nytem
610KMPOBKK gocTyna ycnyram KnveHTa U3 ceTv 6e3 npaBa NosyYeHns 3aKasuymKoM KOMMEHCALUUN.
3.8 ceteBoi dpnya — notpebneHne Tpaduka/cetesbix Nnaketos ¢/Ha 0bopyaosaHue KnneHra B
aBTOMAaTUYECKOM pexxnme.

4 KNneHTy cTporo 3anpeLaeTcs NPons3BogMTb HECAaHKLMOHMPOBAHHOE MaHUMNY/IMPOBaHME 4EN10BbIMU
KOHTaKTaMM, YTO BKtOYaeT B cebA (HO He OrpaHMUYMBAETCA) PACCbIIKOW NO30PALLEN YECTb U
OOCTOMHCTBO, CKaHAA/IbHOW MW IMYHOW MHbOPMaUMK O nue 6e3 ero Ha To paspeLLeHus,
YMbILW/IEHHOE HaHeceHne MOpPaJIbHOrO yuepba, pe3yIbTaTOM KOTOPOTo MOXKET SBUTbCSA
3MOUMOHaNbHbIN cTpecc. Kpome Toro, Nogo6HbIM MPOCTYNKOM 06BABAAETCA M HApYyLLEHME aBTOPCKUX
npas, HE3aKOHHOE KOMMPOBaHME U MaHUMNYAALMM TOPFOBbIMM MAapPKaMM U HapyLUEHWE APYrKX Npas
WHTEeNNEeKTYaIbHON COBCTBEHHOCTM



